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Timeline of data protection: early days

• 23 September 1980 – OECD recommended 
guidelines on the Protection of Privacy and 
Transborder Flows of Personal Data.

• 28 January 1981 – Council of Europe 
Convention for the protection of individuals with 
regard to the Automatic Processing of Personal 
Data (“Convention 108”)

• 12 July 1984 – Data Protection Act 1984



Timeline of data protection: 1998-2018

• 24 October 1995 - Directive 95/46/EC
• 2 October 1997 – Treaty of Amsterdam signed
• 16 July 1998 – Data Protection Act 1998 comes 

into force
• 9 November 1998 – Human Rights Act 1998 

comes into force
• 2000 – Charter of Fundamental Rights 

proclaimed
• 1 December 2009 – Treaty of Lisbon comes into 

force, making the Charter enforceable



Penalties and the DPA 1998

• Sections 55A-55E introduced in 2008 by section 
114 of the Criminal Justice and Immigration Act 
2008:

“55A Power of Commissioner to impose monetary penalty
(1) The Commissioner may serve a data controller with a monetary penalty notice if the Commissioner 
is satisfied that—

(a) there has been a serious contravention of section 4(4) by the data controller,
(b) the contravention was of a kind likely to cause substantial damage or substantial distress, and
(c) subsection (2) or (3) applies.

(2) This subsection applies if the contravention was deliberate.
(3) This subsection applies if the data controller—

(a) knew or ought to have known—
(i) that there was a risk that the contravention would occur, and
(ii) that such a contravention would be of a kind likely to cause substantial damage or 

substantial distress, but
(b) failed to take reasonable steps to prevent the contravention….”



Penalties under DPA 98 in practice



Leveson and penalty practice…



Common law and personal privacy



The common law again: Campbell v Mirror 
Newspapers, HL 2004



Charter of Fundamental Rights



Article 16 TFEU



Regime change - 2018

• 14 April 2016 – Council of Europe and European 
Parliament adopt “the data protection package”, 
ie the Law Enforcement Directive + GDPR, 
requiring implementation by 25 May 2018.

• 25 May 2018 – GDPR takes effect.
• 25 May 2018 – LED takes effect.
• 25 May 2018 – Data Protection Act 2018 takes 

effect.
• 10 October 2018 – UK signs the protocol 

“modernising” Convention 108.



The new architecture



GDPR & DPA: the inter-relationship



GDPR and penalties: the basics



GDPR and penalties: the criteria



GDPR and penalties: the amount



DPA 2018 and penalties: the start



DPA 2018: the penalty notice



DPA 2018: the criteria



DPA 2018: the amount



Penalties: Commissioner Guidance



Information Commissioner guidance



Penalty notices: the ICO criteria



The hierarchy



Penalty notices: asking others



Penalty notices: representations



The 5 step approach



The appeal right



The nature of the appeal



Deference?



Philip Coppel QC
Thursday, 19 May 2022


	Civil penalties under the data protection regime
	Timeline of data protection: early days
	Timeline of data protection: 1998-2018
	Penalties and the DPA 1998
	Penalties under DPA 98 in practice
	Leveson and penalty practice…
	Common law and personal privacy
	The common law again: Campbell v Mirror Newspapers, HL 2004
	Charter of Fundamental Rights
	Article 16 TFEU
	Regime change - 2018
	The new architecture
	GDPR & DPA: the inter-relationship
	GDPR and penalties: the basics
	GDPR and penalties: the criteria
	GDPR and penalties: the amount
	DPA 2018 and penalties: the start
	DPA 2018: the penalty notice
	DPA 2018: the criteria
	DPA 2018: the amount
	Penalties: Commissioner Guidance
	Information Commissioner guidance
	Penalty notices: the ICO criteria
	The hierarchy
	Penalty notices: asking others
	Penalty notices: representations
	The 5 step approach
	The appeal right
	The nature of the appeal
	Deference?
	The end

